Obfuscate.exe Tutorial
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Figure 1.1

Figure 1.1 is the working directory which will be used for the duration of the tutorial.
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Figure 2.1
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Figure 2.2
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Figure 2.3

Figure 2.1 shows “Final Project Report.doc” opened with HexEdit in windows.  The highlighted value is the header for the Word doc (note: this particular header is the same for all Office 2003 documents).  Figure 2.2 is the hex value of “picture.jpg” with the header highlighted.  Figure 2.3 is the hex value of “Sample Document.rtf” with the header highlighted.
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Figure 3.1

[image: image6.png][C:\Docunents and Settings\IT\Desktopnfinalprojectdobfuscator.exe —a »

This exe file was created with the evaluation version of Perl2Exe.
[For more information visit http://wuu.indigostar.com
CThe full version does not display this message with a 2 second delay.>

[C:\Docunents and Settings\IT\Desktop\f inalproject Yobfuscator.exe —a o —v
[Signature file successfully read.

[DACF11E0A1B11AEL . . doc, AD3395210D11ESY
4050, . oxe ,082C

[FFDSFFEDOD. . JPG, 40BD4E9244
1785727466 , . rtf , ABS5385E4B

Obfuscation completed: Sun Nou 11 19:17:23 2007

This exe file was created with the evaluation version of Perl2Exe.
[For more information visit http://wuu.indigostar.com
CThe full version does not display this message with a 2 second delay.>





Figure 3.2
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Figure 3.3

Figure 3.1 is the help output from obfuscator.exe.  The output can be viewed either simply by running obfuscator.exe, or by using the “-h” flag.  Figure 3.2 is the verbose output generated by running obfuscator.exe with the flags “-a o” for obfuscate and “-v” for verbose.  This output is the same as in the recovery file.  Figure 3.3 shows the recovery file, which contains the original header, original extension, and the new header for each file obfuscated.  Notice how there are only four files that were obfuscated, this is because the perl and text files do not have a header in the headersig.txt file, so they are not changed.
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Figure 4.1

Figure 4.1 shows the current status of the working directory after obfuscator was run (notice the changes between this and Figure 1.1).  Note: obfuscator.exe was obfuscated, but the original file obfuscator.exe was not deleted because it was in use.
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Figure 5.1
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Figure 5.2
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Figure 5.3

Figures 5.1, 5.2 and 5.3 are the obfuscated files corresponding to Figures 2.1, 2.2 and 2.3 respectively.  The headers have changed to the new headers indicated in figure 3.3, and the file extensions have been removed.
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Figure 6.1

Figure 6.1 shows the recovery of the files by the use of the “-a r” flag for recovery and the “-v” flag for verbose output.  The working directory now returns to the status shown in Figure 1.1, and the headers and extensions of the files have been changed back to the original ones.
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